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1 Overview 

1.1 Introduction 

This document covers how to install and use the PleaseReview Document 

Scrambler tool. 

The document scrambler replaces text and pictures in the document with junk 

whilst preserving the structure. This enables PleaseTech to troubleshoot 

document problems without revealing sensitive information. 

This document covers how to install and use the PleaseReview Document 

Scrambler tool. 

The document scrambler replaces text and pictures in the document with junk 

whilst preserving the structure. This enables PleaseTech to troubleshoot 

document problems without revealing sensitive information. 

There is also a “reversible” option which allows the document to be later 

unscrambled using a password. 

Section 3 describes the security considerations involved in using both the basic 

scrambling and the reversible option. 

There is also a “reversible” option which allows the document to be later 

unscrambled using a password. 

Section 3 describes the security considerations involved in using both the basic 

scrambling and the reversible option. 

The document is aimed primarily at IT Staff or System Administrators as the 

installation is a manual process. 

1.2 System Requirements 

The application runs on Windows XP or later and Requires Microsoft .Net version 

3.5. Depending on your version of Windows this may be pre-installed or available 

from Windows Update. 

The scrambler only supports scrambling of .docx files. 

1.3 Third-Party Legal Notices 

The word list in the Document Scramber is based on EOWL which is in turn based 

on the UK Advanced Cryptics Dictionary 

UK Advanced Cryptics Dictionary Licensing Information: 

Copyright © J Ross Beresford 1993-1999. All Rights Reserved. The 

following restriction is placed on the use of this publication: if the UK 

Advanced Cryptics Dictionary is used in a software package or 

redistributed in any form, the copyright notice must be prominently 

displayed and the text of this document must be included verbatim. 

We have manually removed as many obscenities as possible but do not guarantee 

that the tool will never use a word you find offensive. 

1.4 Installation  

There is no installer for the Document Scrambler. The tool is supplied as a zip file 

containing an executable and other necessary files. All files should be unpacked to 

the same folder. 
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2 Using the Document Scrambler 

2.1 Scrambling a Document 

Double click the scrambler.exe and select ‘Run’ to start the program. You will be 

presented with the following screen: 

 

Notes on scrambling: 

 Use the browse button to locate the file to be scrambled; 

 Select the appropriate option for scrambling; 

 If the ‘Reversible’ option is selected the ‘Password’ box will be enabled and 

a password must be entered to continue; 

 Click ‘Go’ to scramble the document. 

When a document has been selected a message will appear on screen explaining 

that the output file will be saved in the same folder as the original with an 

additional ‘.scrambled’ extension (e.g. documentname.scrambled.docx). See 

screenshot below: 
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Once the document has been scrambled a message will appear onscreen with the 

option to open the file: 

 

2.2 Unscrambling a Document 

Double click the scrambler.exe to start the program. You will be presented with 

the same screen as shown above. As with scrambling, simply browse to locate the 

required document and select the ‘Unscramble’ option. 

Note that to unscramble a document it must have been scrambled using the 

‘Reversible’ option which means you must enter a password. 
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The unscrambled output file will be saved in the same folder as the original with 

an additional ‘.unscrambled’ extension (e.g. 

documentname.scrambled.unscrambled.docx). See screenshot below: 

 

 

 



   

Document Scrambler Installation & User Guide 8  Version 1.0 

3  Security 

3.1 Overview 

The aim of the scrambler is to enable PleaseTech staff to investigate the behavior 

in PleaseReview of a customer document without revealing the contents. 

Obviously some information about the nature of the original document must be 

retained in the scrambled version otherwise it would not necessarily display the 

same PleaseReview behavior, so the scrambler retains things like the number and 

style of paragraphs, and the location of pictures etc. 

The aim of this section is to describe exactly how the processing works so that 

you can evaluate whether it is secure enough for your purposes. In our opinion 

the only realistic weakness is if the user uses the reversible option and specifies a 

weak password (the tool does not enforce strong passwords). 

The standard process works by replacing each word with a random word, each 

sequence of digits with a random sequence of digits, and each picture or 

embedded object with a dummy one. 

The compact option simply replaces each block of text with an incrementing 

number. 

If you use the “reversible” option, what this does not do is replace the words and 

numbers with an encrypted version; the replacement process works exactly the 

same as non-reversible but a hidden block of information is stored in the 

document which contains an encrypted copy of all the original information. 

Note: In the event the document contains tracked changes, both the deleted text 

and inserted text will be scrambled. If the "tracked changes as you type" option is 

turned on in Word, the changes made by the scrambling process will not 

themselves be tracked. 

Now we consider ways in which an attacker could attempt to recover the original 

document or some information about it. 

3.2 Breaking the encryption 

For the reversible option, the obvious attack is to try and break the encryption. 

The encryption is done using 256 bit AES, and the key and IV are generated from 

the user’s password with a hard-coded salt using the key derivation mechanism 

described in rfc2898. 

In Layman’s terms this represents the current state of the art and best practice in 

encryption (although technically, using a hard-coded salt could represent a 

theoretical weakness if an attacker had access to very many documents 

scrambled with the same password). Therefore the security of this method 

depends very highly on how strong the password is. 

In the event the reversible option is not used, this attack does not apply. 

3.3 Profiling the document 

The scrambled document will have the same number of paragraphs as the original 

and they will be a similar length. Obviously heading numbers are retained (but 

not the heading text). If the same word or number appears multiple places in the 

document it will not be scrambled into the same word each time. However, 

Punctuation is not scrambled. 
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This means that an attacker could potentially discover something about the 

document just by looking at it. However, in reality the amount that could be 

discovered is probably very limited. 

The scope for this attack can be further reduced by using compact mode which 

does not try to retain the lengths of the paragraphs. However, the number and 

style of paragraphs is still retained 

3.4 Attacking the random number generator 

The random number generator used to generate random words is not 

cryptographically secure. However, the random words are just a placeholder and 

do not convey any information about the original text, so this does not raise any 

security issues (to understand why, consider the compact mode which uses an 

entirely predictable way of generating the replacement text but is no less secure). 

3.5 Drawing objects etc. 

Where there are Textboxes, Charts, WordArt, or Equations, for example, the 

numbers and words are scrambled but the basic format of the object is retained 

regardless of whether you use compact mode or not. Obviously this could convey 

something about the nature of the original document. 

The same applies to document properties: the values of textual document 

properties (and in the case of custom properties, their names too) are scrambled 

but their existence is still apparent. 

Note that drawing objects in Word 2010 are stored twice in different formats - 

VML and DrawingML. The scrambler encrypts both independently. 

3.6 Embedded Objects 

Embedded pictures and objects are replaced by dummy equivalents. Note that in 

the case of an embedded object (Excel for example), the original document 

contains both the original Excel data, plus a picture used to display the object in 

Word without launching Excel. The scrambler replaces both the original data and 

the picture with a dummy 

Where an object is located for which there is no dummy replacement available, a 

warning message is displayed and the original data is retained. 

3.7 Errors in the tool 

Clearly a bug in the code or an oversight on the part of the designer could result 

in some kind of data within the document not being scrambled properly. We 

recommend you always review the scrambled document before sending it. 
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4 Approval and Versioning 

4.1 Approval 

This document is digitally signed by: 

Author Sue O’Connell 

Approver Tim Robinson 
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